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PR O C E E D I N & 5

THE CLERK: All rise for the Honorable Court.

THE COURT: Good morning, everybody. You can be
seated.

THE CLERK: Court is now in session and has before it
for consideration jury trial in criminal case 21-cr-41-01-JL,

United States wersus Ian Freeman.

THE COURT: Anything for the Court, Counsel?

MR. SISTI: ©Nothing, your Honor.

MR. AFRAME: Let's get the jury.

THE COURT: Problem?

UNIDENTIFIED SPEAKER IN THE GALLERY: No problem.
He's asking me --

THE COURT: No, no, you'we got to put the mask on
properly. The way you're wearing the mask is not the way you
wear a mask. You've got to clamp it down. It's got to work as
a mask.

THE CLERK: Please rise for the jury.

(The jury entered the courtroom)

THE CLERK: Flease be seated.

THE COURT: Good morning. Welcome back to court,
members of the jury. First, a couple of guestions. Have any
of you had any conversations with anyone or received any
information about this trial during the overnight recess? All

negative answers. Okay.
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Secondly, have any of you conducted any sort of
independent research or investigation in any matter involved in
this case during the overnight recess? All right. All
negative answers.

I'll be asking you that every morning. A couple of
reminders before we get started. We're going to start evidence
today. So far you've heard no evidence. Evidence starts
today. As I told you yesterday, it's wvery important that you
don't engage in conversations with anyone in the courthouse.

We want to prevent a mistrial, and if you ended up
inadvertently having a conversation with a witness or cne of
the lawyers or anybody else it could cause a big disruption in
the procedure, because, of course, your verdict will be
returned based only on the evidence you hear in this courtroom,
so it's very important.

Sometimes trials generate public interest, sometimes
they don't. You never know what kind of trial is going to do
it. Some do, some don't. And sometimes when trials generate
public interest members of the public try to engage with the
jury coming and going in the courthouse or in the hallways,
things like that. You should be careful about it, and don't
have any contact with anybody in vour comings and goings. Just
basically you want to get in here, up to the jury room; on your
way out just head back to your transportation. All right.

Everybody understand?
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I want to remind members of the public in the gallery
about that as well. I've instructed the jury not to have any
contact with anybody during their comings and goings, and
that's a very standard instruction, because, again, it's
important that Mr. Freeman get a fair trial and that the
verdict is based only on the evidence presented in this
courtroom and not on any outside influences. So, I'm going to
remind the members of the public who happen to be in the
gallery not try to engage with any jurcrs as they come and go.
All right?

Any problem with that instruction, Counsel?

MR. SISTI: ©None. Thank you.

THE COURT: All right. Prosecution?

MR. KENNEDY: MNo issues.

THE COURT: All right. Let's proceed.

MR. AFRAME: The United States calls Ali Comolli.

THE COURT: Just as a reminder to everyone, the
witnesses and counsel examining witnesses aren't required to
wear masks. They have tested every day.

ALEXANDRA COMOLLI, having been duly sworn by the
Clerk, was examined and testified as follows:

THE CLERK: Please be seated. For the record, please
state your name and spell your last name.

THE WITNESS: Yeah. My name is Alexandra,

A-l-e-x-a-n-d-r-a, Comolli, C-o-m-o-1-1-1.




10

A

12

1.3

14

15

16

17

18

19

20

21

22

AL

24

25

Case 1:21-cr-00041-11 Document 286 Filed 03/13/23 DI—‘;UF* 6 0of 144

6
DIRECT EXAMINATION
BY MR. AFRAME:
Q. Good morning, Ms. Comolli.
A. Good morning.
2. Could you just briefly tell the jury your educational
background.
A. Yeah. I have an undergraduate degree from Duke University
and a law degree from George Mason University.
Q. And what 1s your current job?
A. I am an Assistant United States Attorney with the Southern

District of Florida.

Q. And that's the same job I have but in a different place?
A, Correct.

2 And you're not here to talk about that today, right?

A. Not at all.

2. OCkay. Before you became an Assistant United States
Attorney in Florida what was your employment?

A, I was an analyst for the Federal Bureau of Investigation.
o And is that what you're here today to talk about?

A. Yes.

. All right. So, before I -- let me ask you some general
questions about that. How long did you work for the FBI?

A, Almost nine years.

s And what was your assignment with the FBI during that

time?
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A. I was assigned to cyber money laundering, online drug
trafficking but primarily crimes invelving virtual currency
specifically.

9 Okay. And can you tell us more specifically about what
you did inveolving wirtual currency with the FBI?

A. Yeah. I was an analyst, so I worked directly alongside
case agents and prosecutors to investigate crimes involving
virtual currency. It sort of ran the gamut from case
initiation, so targeting all the way through adjudication.

Q. And was there a name of the team that you worked for that
worked on that?

A, At the time it was called the Virtual Currency Involving
Threats Team.

2 And how long did you work for that?

A. Gosh, probably -- I was a part of that group for probably
around five or six years.

0 Okay. And did you do any training and teaching?

A, Oh, I did quite a bit of training and teaching, vyes.

o Was that about wvirtual currency?
A. Yes.
. And how about as an active investigator? Did you do any

work with cryptocurrency?
A, Yes. I was also an online undercover for approximately
five or six years.

o What does that mean "undercover"?
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A. It basically means that in support of different
investigations my job was to infiltrate online communities or
to investigate money-laundering crimes in an undercover
capacity.

B What would you do when you say that online? What does
that mean?

Al Oh, only on the computer, never face-to-face, nothing like

Q. Okay. And did you do that in this case?

A. No, not at all.
Q- Okay. Just a question. What was your role in this case?
A, I was just an analyst.

Q0. Okay. Meaning you looked at records?

A. Yeah, I looked at records.

85 Okay. As an undercover, though, did you ever in that
capacity as an undercover buyer, did you purchase bitcoin?
A Yes, I did.

O And what were the ways as an undercover that you purchased
bitcoin?

A. Well, I purchased bitcoin through a site called
localbitcoins.com.

Q. And were there any other ways?

A, That was the primary way.

s Okay. And we're going to talk a lot about

localbitcoins.com and records from that company, and we'll do
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that in a few minutes. Before that, based on all of this work
you did in the crypto, virtual currency area, do you have a
basic understanding of how cryptocurrency transactions work?
A. Yes.

a. I'm going to ask you just a series of questions just on
the basics so we all sort of have an equal playing field as we
start to talk about this topic. Okay?

A, Okay.

Q. And before I do that, let's even go back further, and
let's define a term that's not virtual currency. Let's define
the term "fiat currency." Can you just tell us what that word
means?

A, Yeah. Fiat currency is basically just currency that's
backed by a government, right? So, for example, like the U.S.
dollar or the euro, you know, the Mexican peso, the Canadian
dollar, which I imagine finds its way into New Hampshire
sometimes.

O So, those are all examples of fiat currency?

A, Yes.

0. All right. And let me ask you another sort of basic
thing, which is about bank accounts. Do you have a bank
account?

A. Yes.

s Have you had more than one bank account in your lifetime?
A, Yes.
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10
Q. When you sign up for a bank account, what is that process?
A. Yes. So, you go into the bank, or at least when I did it

you'd go intc the bank, I don't know if you do that anymore,
you go into the bank and you have to provide your
identification, maybe some additional documents, but you have
to basically show yourself to the bank so that they know who
you are, and, you know, you may answer some questions about

where the money is coming from.

Q. And are there different kinds of accounts: perscnal,
business?
A. Yeah, yeah. Checking, savings, perscnal business, all

that sort of stuff.

2. Okay. So, again, this is going to seem silly that I'm

going to do this, but I think it sets it up. Let's talk about

the most basic kind of sort of fiat currency transaction, and
let's use a simplistic hypothetical, which is, I have a used
car, you're going to buy it from me.

A, All right.

o We're not going to use Zelle, we're not going to use
Venmo, we're going to use a paper check.

A. Okay.

Q. You're going to write me a paper check for that car.

A. Yeah.

0. Who is involved in that transaction?

A. Well, for starters, you and I, right? I wrote the check;
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11

I'm giving you the check. But then also you have to get the
money out of my account into yours, right? So, when you cash
the check your bank will notify my bank and say -- and
basically on the back end we have two banks also involwved in
that transaction.

2. So, there's really four parties?

A. At least, yeah.

£ Me, vyou —-

A. And the banks.

B —-— and the two banks?

A. Mm-hmm.

. What are the banks doing in that transaction that we just
talked about?

A. Well, effectively they're debiting my account and
crediting yours.

2. All right. So, I got richer --

A. Yes.

O -- and you got poorer, because you got the car?

A. Well, I mean, I got the car, so, yeah.

0. Okay. All right. And I think everyone in here
understands that transaction.

A, Yeah.

Q. So, let's talk now about how we might do the same
transaction in the virtual space.

A. Yeah.
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12
Q. Now, there are many types of virtual currency, right?
A, res.
Q. And you've investigated this case for a while, right?
Al Yes.
& And what type of virtual currency does this case involve?
A. Bitcoin.
@ All right. So, my questions are going to be about how

bitcoin works, understanding there are some differences in the
different kinds of virtual currency.

A. Sure.

Q- All right. So, let's use the same example, and now,
instead of using a check, we're going to do that transaction
through bitcoin, and I am going to -- you are going to pay me
one bitcoin for my car, and, just sc we have some
understanding, like, do you have a sense today about what a

bitcoin is worth in U.S. dollars?

A. Yeah. I believe it's about between $16,800 and $17,000
today.
o So, I'm not following the used-car market that closely,

but maybe that's approximately what a used car might be worth?
Al Sure.

Q. All right. So, what do we need to do to do that kind of
virtual currency transaction? What do we need? How do we
start, get that going?

A. Well, for starters we need something to be able to store




10

A

12

1.3

14

15

16

17

18

19

20

21

22

AL

24

25

Case 1:21-cr-00041-11 Document 286 Filed 03/13/23 DHgD 13 af 144

13

the currency, right? We need something to be able to actually
facilitate the sending and receiving of the currency, so you

need what's called a "wallet."

9 Okay. And how do I get -- so we both need wallets?
A. ¥es:

2. How do we get our wallets?

A. 50, in the same way that you keep cash in your wallet

there is a way to store that cash. For wvirtual currency, like

bitcoin, you have basically, like, maybe it's -- it's like a
type of scoftware. It's a way to store the wallet ——- I'm
sorry -- store the money.

e To store the bitcoin?

A. To store the bitcoin, yes.

5 And where do I get the wallet, the bitcecin wallet, the
software? What does that mean?

A. Yeah. So, it's just a computer program, basically, at the
end of the day, but there's lots of different types of wallets.
There are, you know, wallets that vou can download onto your
phone or on your computer. There are, you know, things called
"hardware wallets." There's a lot of different -- there's
web-based wallets. But, most importantly, it's just a way for
you to store your bitcoin.

Q. All right. And so, let's assume we both get our wallets.
A, Yup.

0. You have a bitcoin wallet, I have a bitcoln wallet, and
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14
let's put aside the idea of how we actually got bitcoin into
it. Let's say we're already in the bitcoin world.

A, Okay.

9 So, your wallet has five bitcoin, and you're going to give
me one of them.

A. Yup.

@ What happens for you to send to me one bitcoin in exchange

for that car?

A. Yeah. So, the wallet actually automatically will generate

or in many cases will automatically generate what are called

public and private keys, or you may have heard the public key

referred to as an address. That's a really commen term for it.

You can think of an address as basically like a bank account
number, right?

Q. What does it look like?

A. It's a long string of alphanumeric characters, so letters

and numbers.

. And what's the private key?

A. So, in the same way that if I were going to, you know,
send, transfer you money from my bank account, I would need a
pin number or a signatory authority. The private key is the
same thing for bitcoin. You can think of it kind of like

a super strong pin number, basically. So, it also is a long
string of letters and numbers.

2 And vou need that to do the transaction?
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15

A. You need both of those. They are inextricably linked.
There is some really fancy math that goes into that.

Q. Okay, which we don't really need to understand to talk
about this, right?

A, No.

2. All right. So, 1if you send me the bitcoin through your
wallet to my wallet how many people or entities are involved in

that transaction?

A. So, 1it's just you and me, really, is the main entities,
yes.
Q- And how did that compare when we talked a minute ago about

the check example? How many parties were involved in that?

A, I mean, well, we also had the banks in that one.

2 All right. So, we have at least four, right?

A. At least four, yeah.

Q. And when we said, when we talked about the banks a second
ago 1is essentially the banks kept score in a way, right?

A. Mm-hmm.

o They reduced your account, your bank reduced your account,
my bank increased my account. There was a money move between
us, so one account got lower, one account got higher, right?
A. Yup. Correct.

Q. Tell me, then, how do we keep score in the bitcoin
currency world?

A. Yeah. 8o, that's done on the blockchain.
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Q. Okay. So, it's done on the blockchain. So tell us in,
again, layman's terms what that is?

A. So, basically in the same way that your bank keeps a
ledger cof your account's debts and credits, the blockchain is
keeping that for everybody participating in bitcoin. 1It's a
public, open ledger that's available to everyone.

@ Okay. And how do I get to see it, if I wanted to?

A, Well, you could download a copy of it, or there are onli
sites that you can go to that maintain a copy of it and allow
other members of the public to view it.

Q- And is 1t constantly being updated with new transactions
A, Yes.

Q. And sort of how often, roughly? I know not exactly.

A. All the time.

& So, I don't want to talk about -- what did you say and

address 1s, 32 letters and numbers?

A. I believe it's 26 to 35, I think, or 25 to 36.

. All right. Let's simplify. We don't want to do that.
we're going to call my wallet ABCl, and we're going to call
your wallet ABCZ.

A. Okay.

Q. Fair?

A, Mm-hmm.

s All right. What does it look like on the blockchain whe

you sent me one bitcoin for that car?

16

ne

2

Se

I
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A. Yeah. So, on the blockchain it will show that my wallet,
ABC2, sent money to ABCl. Now, there's no identifiers saying
that it's me or that it's Mr. Aframe, it's you; but it's
basically just saying ABCZ sent money to ABCl, and it will show
the amount of bitcoin, the time, and then a bunch of other
information about the transaction as well.

@ Okay.

A, But the main features are those.

Q. All right. So, what you just said is the wallets or the
addresses are identified?

s Yes.

e The time is identified?

A, Mm-hmm .

B And the amount of bitcoin is identified?

A. Yes.

2. And are pecple doing that? What's doing all of that work?
A. The sending?

O No. The sending is between you and I.

A. Right. Yeah.

0. The verification process.

A. Oh, the wverification process? So, that's all part of the
bitcoin network, and so those are the people who are involved
in bitcoin arcund the world that are basically -- they're doing
the confirmation to make sure.

0. But is it people on computers? I'm sorry.
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18

A. Yeah, they are computers, computers run by people, yeah.
Q. So, there's no -- like, Bank of America has workers --
A, Right.

9 -- who work at the bank.

A. Right.

2. Blockchain. Is that people or computers?

A. There's not an entity called "blockchain" or "bitcoin,"”

no, like a business entity, no.

Q. All right. So, you said when you just gave that
description that one of the things not on the blockchain is the
identity of the participants beyond just ABCD1 and ABCD27?

A, Correct.

2. Is that one of the interesting features of bitcoin?
A. It is. Bitcoln is what we call pseudcanonymous.
O All right. So, that term "pseudoanonymous," which I think

came up yesterday in the opening, can you tell us what that
means?

A, It basically just means that technically there is an
identifier, like the ABCD1l, that you can follow across the
blockchain and see all their transactions, but there's no
persconally identifying information, so there's no name,
address, Social Security number, things like that.

Q. So, if I wanted to take the time, you are ABCZ2, I think --
A, Yup.

2 -- could I figure out every transaction ABC2 made?
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Q.

transaction with the check,

Yes.

So that's not anonymous at all, right?

No.

What would you call that?

I'm not sure what I would call it.
So, "pseudo" means what?

Fake.

Or partly?

Yeah. Sorry. Yes.

And "anonymous" means?

That means you can't figure out who it is, yeah.

So, the part that we know is what the transactions were?

Yes.
And what's the part we don't know?

Who did the transactions.

OCkay. And in the bank example would you call the bank

anonymous?

Al No.

Q. Why not?
Al

of

would you call that pseudo

19

Well, first of all, my name is on the top left-hand corner

the check, you are in the "To" section,

the payee section of

the check, and my bank account number is in it, and our banks

know who we are.

Q.

Okay. And so, as an investigator, if you wanted to --
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20

let's say either I gave vyou a lemon or I gave you no car at all
and you were trying to investigate that, what might be a step
you would take as an investigator in the check example?

A. Well, I would file a complaint with the police, but I'd
also go to my bank and let them know to, hey, see if we can get
the transaction to be recovered.

. And would they be able to -- I think you just said they
would be able to know who was involved.

Al Yes.

Q. In a bitcoin transaction what would happen in that same
scenario that I just sketched out for you?

A, Well, I could technically still call the police, but
there's no revocability for that transaction. I can't get that
transaction back; there's no recovering it.

O And is that an important feature of bitcoin?

A. Yes. Once a transaction has been sent, it cannct be --
like, the sender cannot pull it back.

. Okay. And would you in that transaction know -- so it

would be ancnymous and nonreversible?

B Yes.

. All right. So, I think that's what we need to know about
bitcoin.

A, Okay.

s So, the premise of my -- of all the things we've been

talking about is I had bitcoin, and you had bitcoin, and we
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21

were able to do a transaction because I had my wallet, and you
had your wallet, and you sent me a bitcoin?

A, Mm-hmm.

9 But that presumes something, which is that I already had
bitcoin. And there has to be a starting point to get into
something new, right?

AL res.

£ All right. So, let's go back and say now, instead of that

hypothetical, I want to get into bitcecin, and I don't have any.

A, Okay.
Q. How do I -- what are some of the methods that I could use
to take my -—- I do have dollars, so if I took my dollars and

wanted to get some bitcoin, how would I start to go about that?
A. Yeah. So, one of the most common ways that peocople get
access to bitcoin is through something called "exchanges." You
may have heard of some of these, like Coinbase or Kraken,
Gemini is another common one, but basically they are places
where you can buy bitcoin using either other types of
cryptocurrency, other types of virtual currency, or, more
commonly, your U.S. dollars or, you know, euros, what have you.
. And when you go to one of those companies and sign up to
make that trade for your dollars to turn them into some bitcoin
what information do you have to provide those companies?

A. Well, the cones that are compliant, you have to provide

your license or some sort of identity card, so maybe a
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passport, something like that, your email address and other
identifying information.

Q. Okay. So, that's one way; you can go to one of these

22

exchange companies. What's another way you could try toc change

cash into bitcoin?

A. Well, you could go to a site like localbitcoins.com. We
call those peer-to-peer trading platforms.

Q. And what does that mean?

A. Basically, you can kind of think of them like an online

eBay or Craigslist type of thing. People who want to sell or

buy bitcoin can go onto sites like -- to localbitcoins.com and

post advertisements with their terms of the trade and, for
example, what type of payment methods they want to accept,
whether it be cash in the mail or wire transfers, ACH
transfers, thing like that.

2. And is LocalBitcoins a company that sort of makes that
available to people?

A. Yes.

o Would you call it peer-to-peer?

A. Yes, peer-to-peer. So, it would basically be like --

peer-to-peer just means from person to person.

Q. OCkay. And we'll talk a little bit more about, actually a

lot more about LocalBitcoins in a few minutes, and we'll
actually see how i1t works with many examples. How about what

some other ways? What's another way?

's
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A. Well, many times when -- or I shouldn't say many times,
but times when people will be buying bitcoin on a site like
localbitcoins, they may decide to go direct with a trader and
go offline into maybe a chat site or an encrypted messaging
app, for example, like Telegram or Signal.

2. Would you just call that a private sale?

A. Yeah, private sale.

£ And can you think of one other way through a machine?

A. Oh, yes. Sorry. Of course. There are also kiocsks
commonly referred to as bitcoin ATMs. They work very similarly
to regular ATMs in many ways.

e Meaning what? I put in money and -

A, You put in money and you get bitcoin out.

2 So, we just -- so just so I have it, we have -- tell me if
I have this right -- we have cryptocurrency exchange companies,
peer-to-peer sales through websites that have been created,
private sales, and bitcoin kiosks or ATMs.

A. Yeah.

o All right. So, let's now talk about LocalBitcoins and the
investigation that you worked on. So, as part of the
investigation were you able to determine that Mr. Freeman did
some selling of bitcoin on localbitcoins.com?

A. Yes.

Q. And can you tell me about that, what you know about that

company, as in where it's located?
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LocalBitcoins 1s a Finnish company.

As in Finland?

As in Finland, yes.

And were you able to obtain documents, business records
localbitcoins.com in Finland?

Yes, we were.

And did you use legal process to get that?

Yes.

And did they produce a lot of records?

They did.

Ckay. And so, what we're going to do now for quite a bit

of time is go through the records that were obtained from

localbitcoins.com and what they show.

Okay.

All right. So, let's go back to the beginning. Let me
ask you about you. You said, as an FBI undercover, you
done work on localbitcoins.com, that is, been a buyer?
Yes.

And have you ever been a seller?

No.

All right. So, tell me the experience as a buyer when you

do this. What do you see? What are you doing?

A,

Yeah. So, first off, you register an account with

LocalBitcoins, but, once you have your account, if you're

looking to buy bitcoin you basically have the option of putting
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in how much bitcoin that you want to sell -- or sorry —-- that
yvou want teo purchase, and then you also can choose what payment
methods you might be interested in. So, if I only have -- if I
only want to be able to send a wire, I can set and look for
offers from sellers that only accept wires, or wires are one of
the options that they accept.

@- Okay. So, the ads provide the information for the buyer?
A, Yeah. You basically can search for ads, depending on
certalin parameters.

Q. So, like Craigslist, if I want a red car, I could search
for a red car?

A, Yeah.

2. If I want to pay through a wire I can search that way?

A. Exactly.

Q. Okay. And then -- all right. So you'we found the ad you
like; this is the person I want to do the trade with. What do
you do next to get that going?

A, Well, the first thing that I do is I read the terms of the
trade, and so these are basically terms set by the seller.
Sometimes sellers want you to be able to fulfill vyour side of
the transfer in a certain amount of time, so I'll look for
that. I'll also look to make sure that or to see if they want
any sort of pictures that they want sent, you know, pictures of
me with a receipt or something, for example, or other terms

that they might put in there.
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Q. All right. Let's assume now vou're happy, yvou like the
terms; whatever the terms are you like them.
A, Okay.
9 You haven't talked to anybody yet, right?
A. Right. No.
2. How do you get this actually going to get -- to trade?
A. Yeah. So, I enter in the amount of money I want to trade,
so whether that's in U.S. dollars or bitceoin, and then I hit
"Start trade™ —
Q. Okay. So, let's just --
A. -- or "QOpen trade," yeah.
Q. Let's just assume -- I think it's easier if we just use
numbers -- you're going to buy $1,000 of bitcoin using United
States dollars.
A, Okay.
2. All right. So, you just told me you found the trade, the
advertisement you like.
A. Mm-hmm.
o You enter the thousand dollars, you say "Start trade." Do

you get to engage in any way now with the seller?

A. Yeah. So, a chat box opens on the -- a chat box opens
that allows you to communicate with the seller.

Q. Okay. And we'll see some of those, but you're able to
talk back and forth?

A. Yes. Mm-hmm.
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Q. And then at some point you have to get the thousand
dollars to the seller, right?
A, Yes.
Q. And how i1s that done? Does LocalBitcoins do that, or is

that done some other way?

A. No. So, when the trade is opened -- so LocalBitcoins
basically acts as an escrow, and so they will effectively
escrow the amount of coin from the seller's account so that the
seller can't, you know, Jjust make off with my money once I've
transferred it to them. That's the first thing that happens.
Q- Let me just break that down and make sure everybody
understands. So, "escrow" is a fancy word for "hold"?

A, Yeah.

5 So, if I'm the seller and I had a pot of ten bitcoin, and
you're going to buy, let's just say, one, what happens on the
LocalBitcoins side of the thing, when you say you're going to
buy one of my bitcoin?

A, From your account it's going to put -- it's going to put a
hold, escrow, one bitcoin.

Q. And then what do you have to do as the buyer before you
can actually get that bitcoin moved to your wallet?

A, I'll have to comply with your terms of the trade and
actually send vyou money.

0. Okay. And that's between me, the seller, and you, the

buyer?
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A. Yeah. So, that could be done through a bank transfer or
gift cards or whatever.

Q. Okay. And once that's done, then what happens?

A. Well, I will complete my end of the trade, and the bitcoin
will ultimately be released to me, into my wallet on
LocalBitcoins, into my account.

. And is that the end of the transaction?

A, Yeah. Aside from the feedback, yes.

Q. So, tell me -- that's what I was going to ask you next.
Is feedback an important thing on localbitcoins.com?

A. Very important.

THE COURT: Time out. I need both the counsel and the
witness to slow down.

THE WITNESS: Oh, okay.

MR. AFRAME: Sorry.

THE COURT: The reporter is struggling a little bit
here. Just take an effort to breathe a little bit more when
we're gquestioning and testifying.

MR. AFRAME: Sure.

0. So, we were just talking about feedback. So, before we
talk about in the localbitcoins.com context tell me some other
places where online feedback's a thing, just so we know what
we're talking about.

AL Well, you see feedback on Amazon, for example, or on Uber.

Feedback's very, very important for, you know, especially on
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LocalBitcoins.

Q. And why is it so important on LocalBitcoins?

A. Well, because buyers often choose their sellers based on
high feedback levels and vice versa. You don't want to deal

with someone who's known for not good work.

2. And is there some -- I mean, I guess that's true in
everything —-

A. Yeah.

Q. -- including taxi rides, but does it seem more significant

in these kind of transactions?
A. Yeah. There's a lot of money involwved.
2. Okay. All right. So, I think we've set up now what
LocalBitcoins is, so let me start to show you some of the
records that we received, and what's going to happen is I'm
going to show you the record, and you're going to see it right
up on the screen next to you.

MR. AFRAME: So, if we could open to Government's
Exhibit 1202. 1Is this on or off? Can we turn off the jury?

THE COURT: Can the jury see? Well, it's up on my
screen, but it's not up on the screen behind the --

MR. AFRAME: Okay.

THE CLERK: It should be all set.

MR. AFRAME: Okay.
s Do you recognize Government's Exhibit 12027

A. I do.
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Q.

And what is that?

THE COURT: Wait a minute, wait a minute. What, are

you laying a foundation?

MR. AFRAME: Yeah. I'm trying to admit it.

THE COURT: 1Is there going to be an objection?

MR. SISTI: If I could have a moment, Judge.
(Pause)

MR. SISTI: Your Honor, you know, I'd like to move

this along. We don't have an objection to that.

THE COURT: All right.
MR. AFRAME: Okay.

THE CQURT: OQkay. It's admitted. Let's show it to

the jury.

Q.

&,

LocalBitcoins.

MR. SISTI: Thank you.

MR. AFRAME: Thank you.

THE COURT: What's the number of the exhibit?

MR. AFRAME: 1720 2

THE COURT: 1202 admitted.
(Government's Exhibit No. 1202 admitted into evidence)
And what is this, Ms. Comolli?

This is one of the records we receiwved back from

name FTL Ian.

Q.

30

This is the customer data for the account user

Okay. So, let's just go through this document. So, I see

account username, and it says FTL Ian. Based on your use of
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LocalBitcoins, what is the account username, and why is it
important?

A, Yeah. So, the username -- people don't want to
necessarily use their real names. The username is basically
just a way for you to be identified online without necessarily
having to use your full real name.

55 And do people tend to not use their full real name?

A, ¥Yeah, that's correct.

Q. Is the username the identifier that is basically always
used on LocalBitcoins?

A. Yeah, yeah. The real name wouldn't pop up to a buyer
unless provided by the seller.

Q. Okay. And so, but this is a document used to open the

account, right?

A. Yes.
2. So, does LocalBitceoins require the real name?
A Yes, they did here.

Qs And what was the real name here?

AL Ian B. Freeman.
0. And there's his date of birth. And then what's the postal
address?

A. 63 Emerald Street, No. 610, 03431.
Q. Okay. And then was an email address required?
AL Yes.

o And what was that?
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A. ian@freetalklive.com.
Q. And there's a series of phone numbers provided, right?
A, Yes.
9 A phone number, and then it asks for old phone numbers,
right?
A. Yeah. Well, it kept them in the account, yup.
@ And then it says Creation Date. So, what is that?
A, That was the day that the account was registered on the
site.
Q. And then -- and so when was that? Sorry.
A. That was February 25th, 2016.
. And then below that it says, Account Last Seen. What's
the date for that?
A. June 3rd, 2020.
O What does that mean, Last Seen?
A. It was the last time the account had been logged into.
0 Okay. And it says, Number of Advertisements?
A, It's 39, yes.
o And we'll talk about advertisements in a second. And then

what's the bottom number, Number of Trades?

A. 3,946.

Q. Okay. So, that's the number of trades done by this
particular account?

Al Correct.

o And 1f we scroll down on the document, what's that?
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A. That's the driver's license provided to open the account.
a. And whose driver's license is it?
A, lan B. Freeman.
9 Okay. All right. BSo, let's -- so we know there's an

account FTL Ian associated with Ian B. Freeman?
A. Yes.

MR. AFRAME: All right. Let's now look at what's been
marked as Government's Exhibit 1201, and I guess I'd ask the
same question, 1f there's going to be an objection to it.

MR. SISTI: Just give me a moment.

MR. AFRAME: Can we pull it up on the screen without
the jury seeing it so the defense can see it?

THE COURT: Sure. Usually we can do that.

MR. SISTI: We are just getting the face sheet.

That's all, Judge.
(Pause)

MR. SISTI: That can be entered without objection,
Judge.

THE COURT: It's admitted.

(Government's Exhibit No. 1201 admitted into evidence)

MR. AFRAME: Okay. I ask that we pull up for all of
us Government's Exhibit 1201. And we see -- everyone should be
looking at a chart.

2 Correct?

A. (Witness nodded) .
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Q.

34

And was this chart sort of compiled by my office?

res.

And what was it based on?

It was based on the records provided by LocalBitcoins.

And did you compare the records -- what's in this chart to

the records provided by LocalBitcoins?

A.

I did.
And is it accurate?
Yes.

All right. And did LocalBitcoins provide a whole bunch of

other information?

A, They did.

2. And this is a cleaner way to look at it?

A. Oh, absolutely.

Q. All right. Let's just talk about the columns very briefly
so we know what we're looking at. Column A says Advertisement
ID. What does that mean?

A. Yeah. 5S¢, this is an internal LocalBitcoins identifier

for a specific advertisement.

Q.

And who assigns that number?

LocalBitcoins.

And then the next column, B, says Advertiser?
Yes.

And what does that mean?

So, that's just the username that is advertising that
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specific advertisement.
Q. Okay. And looking at Columns 2 through 22, is the

username the same?

A. Yes.

o And what is that?

A. FTL Ian.

Q. And if we went down to 23 and 24, do we see a different
username?

A. Yes.

Q. And what do we see there?

A. Bitcoin bombshell.

Q. All right. And just so we know what that is, let's just
take a small detour. Do you object to 12037

MR. SISTI: ©No objection, Judge.

THE COURT: 1203 admitted.

(Government's Exhibit No. 1203 admitted into evidence)

Q. And so, if we could just pull up 1203, this is -- what is
this?
A. This is the customer information provided by LocalBitcoins

for the account user name Bitcoinbombshell.

. Okay. And that's the one in the bottom two columns --
bottom two rows, right, Bitcoinbombshell that we just looked
at?

Al Yes.

0. And, according to this, what's the real name associated
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